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POLICY

As an issuer of credit to recipients of its healthcare services, Kirby Hospital (Hospital) adopts an Identify Theft Prevention Program (Program) to assist in identifying, detecting, and mitigating risks of identity theft affecting patients of the Hospital.  This policy is intended to comply with requirements of Federal Trade Commission’s Identity Theft Prevention Red Flag Rules - 16 C.F.R. Section 681.2 (2008) which is a result of the Fair and Accurate Credit Transactions (FACT) Act of2003.  
DEFINITIONS

I. CREDITOR – any entity that regularly arranges for the extension, renewal or continuation of credit.

II. IDENTITY THEFT  -  fraudulently using the identifying information of another person.  

III. COVERED ACCOUNT  -  any account the Hospital maintains primarily for personal family or household purposes, that involves multiple payments or transactions, including one or more deferred payments; and any other account the Hospital identifies as having a reasonably foreseeable risk to customers or to the safety and soundness of the Hospital from Identity Theft.  
IV. RED FLAG  -  a pattern, practice, or specific activity that indicates the possible existence of Identity Theft.  
PROCEDURE
I. IDENTIFICATION OF RED FLAGS
A. Activities involving Identity Theft fall within one of the following five general types of red flags:

1. Alerts, notifications, or warnings from a consumer reporting agency

2. Suspicious documents

3. Suspicious personal identifying information, such as a suspicious address
4. Unusual use of – or suspicious activity relating to – a covered account
5. Alerts from others (e.g. customer, identity theft victim, or law enforcement)

B. Based on consideration of various factors, the Hospital will be on the alert for the following possible red flag situations:    

1. A complaint or question from a patient based on the patient’s receipt of a: 

a. Bill for another individual

b. Bill for a product or service the patient denies receiving

c. Bill from a health care provider that the patient never patronized

d. Notice of insurance benefits (or Explanation of Benefits) for health services never received.  

2. Records showing medical treatment that is inconsistent with a physical examination or with a medical history as reported by the patient.

3. A complaint or question from a patient about the receipt of a collection notice from a bill collector. 

4. A patient or insurance company report that coverage for legitimate healthcare services is denied because insurance benefits have been depleted or a lifetime cap has been reached. 

5. A dispute of a bill by a patient who claims to the be victim of any type of identity theft.  

6. A patient who has an insurance number but never produces an insurance card or other physical documentation of insurance.

7. A notice or inquiry from an insurance fraud investigator for a private insurance company.  

II. DETECTION OF RED FLAGS

A. The Hospital has adopted the following procedures to aid in the detection of red flags for identity theft:
1. New Patient Accounts

a. Obtain appropriate identifying information and insurance information.  This could be in the form of:  

i. Full name

ii. Date of Birth

iii. Address

iv. Government issued ID

v. Insurance card, etc.  

· When possible, verify with the insurance company’s information.

b. Run a credit check.

2. Existing Patient Accounts

a. During each return patient registration, update the personal and insurance information listed above.

b. Verify validity of requests for changes of billing addresses.  

c. Verify identification of customers before releasing any personal information.  

III. PREVENTION AND MITIGATION OF IDENTITY THEFT

A. In determining an appropriate response to a red flag or other threat of identity theft, the Hospital will consider aggravating factors that may heighten the risk of identity theft, such as a data security incident that results in unauthorized access to a patient’s account records, or notice that a patient has become aware of someone fraudulently claiming to obtain medical services in the name of the patient.

B. Appropriate responses may include:
1. Monitoring a covered account for evidence of identity theft;

2. Contacting the patient;

3. Changing any passwords, security codes, or other security devices that permit access to a covered account;

4. Reopening a covered account with a new account number;

5. Not opening a new covered account;

6. Closing an existing covered account;

7. Not attempting to collect on a covered account or not selling a covered account to a debt collector;

8. Notifying law enforcement; or

9. Determining that no response is warranted under the particular circumstances.

IV. UPDATING THE PROGRAM

A. The Hospital will evaluate the Program on an annual basis and will update the Program as necessary to reflect changes in risks to patients or to the Hospital from identity theft, based on factors such as:

1. The experiences of the Hospital with identity theft;

2. Changes in methods of identity theft;

3. Changes in methods to detect, prevent, and mitigate identity theft;

4. Changes in the types of accounts that the Hospital offers or maintains; and

5. Changes in the business arrangements of the Hospital, including mergers, acquisitions, alliances, joint ventures, and service provider arrangements.  

V. PROGRAM ADMINISTRATION

A. The Compliance Officer of the Hospital shall assume primary administration of the Program, subject to oversight by the Hospital Board of Directors, including developing, implementing, administering and periodically updating the Program.
B. The Compliance Officer shall be responsible for developing a Hospital-wide training program for staff to educate them on the identification of, prevention of, and response to identity theft.   

C. The Compliance Officer shall report to the Board of Directors, at least annually, on the Hospital’s compliance with the Program.  The report shall address material matters related to the Program and evaluate issues such as:  

1. The effectiveness of the Program in identifying and addressing the risk of identity theft in connection with the opening of covered accounts and with respect to existing covered accounts;

2. Any third party service provider arrangements relevant to covered accounts;

3. Significant incidents involving identity theft and management’s response; and

4. Recommendations for material changes to the Program.  
D. The Program shall be adopted by the Board of Directors.
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