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Policy
It is the policy of the organization for workforce members to maintain physical safeguards for all workstations and computer equipment that access electronic personal health information (ePHI) in order to minimize unauthorized physical access, tampering, and theft.

Procedure
1. All computer equipment will be positioned so they are not in publically accessible areas and secured behind locked doors.
2. Ensure that monitors are positioned away from public view (install privacy screens).
3. Secure workstation display prior to leaving the immediate area (screen lock or logout).
4. Enable password protected screen saver after 15 minutes of inactivity.
5. Visitors will sign-in upon arrival and sign-out upon departure.
